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Google Trends: ñcyber securityò
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CYBER THREAT TRENDS AND 

SPECIFIC ATTACKS
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Growth of Cyber Threats
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Á Insider Threat
ÁInsiders have a unique advantage due to access/trust
ÁThey can be motivated by revenge, organizational disputes, personal problems, 
ÂÏÒÅÄÏÍȟ ÃÕÒÉÏÓÉÔÙȟ ÏÒ ÔÏ ȰÐÒÏÖÅ Á ÐÏÉÎÔȱ

ÁMalware Authors 
ÁIndividuals or organizations with malicious intent carry out attacks against users 

by producing and distributing spyware and malware

ÁPhishers
ÁIndividuals, or small groups who attempt to steal identities or information for 

monetary gain  

ÁSpammers
ÁIndividuals or organizations who distribute unsolicited e-mail with hidden or 

false information to sell products, conduct phishing schemes, distribute 
spyware/malware, or attack organizations

ÁTerrorists
ÁCyber attacks have the potential to cripple unsecured infrastructures
ÁCyber-linkages between sectors raise the risk of cascading failure

Cyber Threat: Human Threats
Who is behind these intentional threats?

Putting Cybersecurity in Perspective
5
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2012: Targeted cyber attack on pipelines

Á 23 targeted pipeline operators (December 

2011 ïJune 2012)

Á 9 confirmed, 3 near misses, 11 pending

Á Adversary is targeting industrial control 

systems information

Á Document searches: ñSCAD*ò

Á Personnel Lists

Á Usernames/Passwords

Á Dial-Up access information

Á System manuals

Á Exfiltrated ICS access credentials

Á The data exfiltrated could provide an 

adversary with the capability to access US 

ONG ICS including performing unauthorized 

operations

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO
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What was taken?

Å All_gate_meter.xls

Å <station>_SCADA 8 -23-2002.vsd

Å Contact List Gas Scada.xls

Å <redacted>_Area_RTUs.xls

Å Dial Up #### Vector Lists.xls

Å SCADA_Server_UsersGuide.pdf

Å Gas Control Numbers.xls

Å Gas SCADA Profiles Defined 10-22-

03.xls

Å Gas-Control Asset list.xls

Å <station> Dialup.xls

Å PASS1.xls

Å <station> datapoints for log.xls

Å RTU point list.xls

Å RTU SITES.xls

Å SCADA Division Options.ppt

¶ SCADA HARDWARE UPGRADE.ppt

¶ SCADA Sites.xls

¶ Scada Users Manual.zip

¶ SCADA_logons.doc

¶ Security.zip

¶ Standard Colors & Symbols.xls

¶ Station Control Testing Procedures.ppt

¶ DIALUP.DOC

¶ DISPLAYS.DOC

¶ <station> Comm Card Converter 

pinout.pdf

¶ Comm Ports for Airlink.pdf

¶ D-Sub to RJ45 Modular Adapters.pdf

¶ SCADA Personnel.html

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO

7



Homeland
Security

Shamoon Attack Against Aramco

Å Saudi Aramco is based in Saudi Arabia, 

but also maintains offices in the United 

States, was attacked on August 15th

Å ñThe Cutting Sword of Justiceò is 

claiming responsibility 

Å Saudi Aramco reports that 

approximately 30,000 machines were 

affected

Å Saudi Aramco maintains that their oil 

production was not impacted as a result 

of this attack.

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO
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Shamoon Attack Against Aramco

Å Highly destructive, renders infected systems 

useless after stealing information

Å Overwrites Master Boot Record (MBR), 

partition tables, and most files with 

random data. 

Å Overwritten data is non-recoverable

Å Hard drives were overwritten with an 

image of a burning American flag

Å Evidence exists that some variants are not 

detected by major AV companies

Å Similar attacks in US could have significant 

impact on US Companies

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO
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RasGas Networks Impacted by Shamoon

ÅAugust 2012: Qatarôs RasGas discovered a 

virus on their enterprise network

ÅEmail servers and website services were 

disrupted

ÅAccording to open-source, no operational 

systems, production, or shipments were 

impacted

ÅVery similar impacts experienced by Saudi 

Aramco

ïNot detected by AV

ïPayload change

ïInitial compromise early May

ïHighly targeted

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO
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Key Resilience Domains
A

M

Asset Management
identify, document, and manage assets during 
their life cycle IM

Incident Management 
identify and analyze IT events, detect cyber 
security incidents, and determine an 
organizational response

C
C

M

Configuration and Change 
Management 
ensure the integrity of IT systems and networks S

C
M

Service Continuity Management 
ensure the continuity of essential IT operations if a 
disruption occurs

R
IS

K

Risk Management 
identify, analyze, and mitigate risks to critical 
service and IT assets

E
X

D

External Dependencies 
Management 
establish processes to manage an appropriate 
level of IT, security, contractual, and 
organizational controls that are dependent on the 
actions of external entities

C
N

T
L Controls Management 

identify, analyze, and manage IT and security 
controls

T
R

N
G Training and Awareness 

promote awareness and develop skills and 
knowledge of people

V
M

Vulnerability Management 
identify, analyze, and manage vulnerabilities

S
A

Situational Awareness 
actively discover and analyze information related 
to immediate operational stability and security

11

When Resilience Fails ïNE Power Outage ïAugust 14, 2003
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DHS CYBER COORDINATION 

AND INCIDENT RESPONSE

12
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Capabilities :
ÁCS&C works collaboratively with public, private, and international entities to 

secure, assess, and mitigate cyber risk; and prepare for, prevent, and respond to 
cyber incidents.

ÁCS&C ÌÅÁÄÓ ÅÆÆÏÒÔÓ ÔÏ ÐÒÏÔÅÃÔ ÔÈÅ ÆÅÄÅÒÁÌ Ȱ.govȱ ÄÏÍÁÉÎ ÏÆ ÃÉÖÉÌÉÁÎ ÇÏÖÅÒÎÍÅÎÔ 
networks and to collaborate with the private sectorɂÔÈÅ Ȱ.comȱ ÄÏÍÁÉÎɂto 
increase the security of critical networks.

ÁBuild and maintain a world-ÃÌÁÓÓ ÏÒÇÁÎÉÚÁÔÉÏÎ ÔÏ ÁÄÖÁÎÃÅ ÔÈÅ .ÁÔÉÏÎȭÓ 
cybersecurity preparedness and raise awareness across the Nation on 
cybersecurity

ÁSector-Specific Agency for the Communications and Information Technology 
(IT) sectors, CS&C coordinates national-level reporting that is consistent with 
the National Response Framework (NRF).

Office of Cybersecurity and Communications

MISSION:
To enhance the security, resilience, and reliability of the .ÁÔÉÏÎȭÓcyber
and communications infrastructure .

13
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NCCICin Brief

The mission of the National Cybersecurity 
and Communications Center (NCCIC) is to 
serve as a national center for reporting of 
and mitigating communications and 
cybersecurity incidents. 

Responsibilities include:

ÁProvide alerts, warnings, common operating picture on cyber and communications 
incidents in real time to virtual and on-site partners

ÁWork 24X7 with partners to mitigate incidents:

ï On-site partners include the Department of Defense, Federal Bureau of 
Investigation, Secret Service, Information Sharing and Analysis Centers (ISACs) 
and DHS components such as Office of Industry and Analysis

ï Public and private sector partners share and receive information subject to 
information sharing protocols

14

http://www.dhs.gov/about-national-

cybersecurity-communications-integration-

center
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ÁActivities are based on the nature and severity of the incident, and focus 
ÏÎ ÔÒÁÃËÉÎÇ ÉÍÐÁÃÔÅÄ ÐÁÒÔÉÅÓȭ ÐÒÏÇÒÅÓÓ ÔÏ×ÁÒÄ ÒÅÓÏÌÖÉÎÇ ÔÈÅ ÉÓÓÕÅ

ÁDedicated teams ensure appropriate and accurate technical assistance is 
provided with the right level of subject matter expertise, including:

VDigital Media and Malware Analysis

VDefensive Analysis

VMitigation Strategy Development

VThreat / Attack Vector Analysis

VVendor Analysis Coordination

ÁDeployable teams can provide specialized subject matter expertise required to 
mitigate an incident or prevent an event from escalating

US-CERT: Response & Assistance



Presenterôs Name          June 17, 2003

ICS-CERT
Provide operational support  for critical 

infrastructure stakeholders  to respond 

and defend against emerging cyber 

threats

Incident Response
Provide on-site assistance 

and off-site analysis to bridge 

information gap

Technical Analysis
Perform digital media 

analysis for malware and 

consequences

Vulnerability 

Coordination
Coordinate and monitor for 

vulnerabilities in ICS systems 

Situational 

Awareness
Observe, identify, acquire, 

or receive relevant ICS 

information 

Å Awareness of emerging issues and threats

Å State of the art analysis capabilities specific to ICS

Å Incident response support for recovery and future defense

Å Established partnership for immediate support and guidance

Å ICS-CERT collaboration with other agencies and partners

Benefits to the ICS and Critical Infrastructure Community

16
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Subject Matter Experts in Industrial Control Systems (ICS)
ÁSupervisory Control and Data Acquisition (SCADA), Process Control Systems (PCS), 

Distributed Control Systems (DCS), Remote Terminal Units (RTUs), Human Machine 

Interfaces (HMIs), Programmable Logic Controllers (PLCs)

Unique Awareness of Emerging Issues and Threats to Control Systems and 

Vendor Products

State of the Art Analysis Capabilities Specific to ICS that enable ï
ÁMalware and Embedded Systems Analysis

ÁPatch Testing

ÁConsequence Analysis

Incident Response Support for ICS-Related Response, Recovery and Future 

Defense Efforts

Industrial Control Systems Cyber Emergency 

Response Team (ICS-CERT)

ICS-CERT Quickly Reacting to Threats ï

FY12

Å Received and responded to 198 cyber 

incidents

Å Published 332 information products 

alerting the community to 

vulnerabilities and threats

ICS-CERT Proactively Assisting Others ïFY12

Å Tracked 171 unique vulnerabilities affecting ICS products and 

coordinated the vulnerabilities with 55 different vendors

Å Provided 56 in-person training sessions

Å Analyzed over 50 malware samples and malicious files, 20 

emails, and 38 hard drive images for the ICS/SCADA 

environment

17



NCCIC provides real-time threat analysis and incident reporting 

capabilities

Å 24x7 contact number: 1-888-282-0870 https://forms.us-

cert.gov/report/

When to Report:

If there is a suspected or confirmed cyber attack or incident 

that:

-Affects core government or critical infrastructure functions; 

-Results in the loss of data, system availability; or control of 

systems; 

-Indicates malicious software is present on critical systems

Incident Reporting

Malware Submission Process:

Å Please send all submissions 

to AMAC at: 

submit@malware.us-cert.gov

ÅMust be provided in 

password-protected zip files 

using password ñinfectedò

ÅWeb-submission: 

https://malware.us-cert.gov
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When should it be used? TLP Color How may it be shared?

Sources may use TLP: RED when 

information cannot be effectively acted upon 

by additional parties, and could lead to 

impacts on a partyôs privacy, reputation, or 

operations if misused.

RED

Recipients may not share TLP: RED 

information with any parties outside of the 

specific exchange, meeting or conversation in 

which it is originally disclosed.

Sources may use TLP: AMBER when 

information requires support to be effectively 

acted upon, but carries risks to privacy, 

reputation, or operations if shared outside of 

the organizations involved.

AMBER

Recipients may only share TLP: AMBER 

information with members of their own 

organization, and only as widely as necessary 

to act on that information.

Sources may use TLP: GREEN when 

information is useful for the awareness of all 

participating organizations as well as with 

peers within the broader community or 

sector.

GREEN

Recipients may share TLP: GREEN 

information with peers and partner 

organizations within their sector or community, 

but not via publicly accessible channels.

Sources may use TLP: WHITE when 

information carries minimal or no risk of 

misuse, in accordance with applicable rules 

and procedures for public release.

WHITE

TLP: WHITE information may be distributed 

without restriction, subject to copyright 

controls.

Traffic-Light Protocol (TLP): Originator-controlled classification system developed to encourage greater 

sharing of sensitive (but unclassified) information with external entities. 

Protection of Information

19
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State & Local Programs / MS-ISAC
Improve cyber threat coordination

Work to jointly establish a unified information sharing process:

ÁCoordinate suspicious activity reports

ÁCoordinate incident management, including:

Á Requests for technical assistance

Á Requests for non-technical incident handling

Á Law enforcement assistance

Á Incident notification and reporting

ÁThreat analysis and/or threat product redistribution

Participate in state and local cyber steering committees and working 
groups

20
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Cyber Partnership Examples

ÁArea Maritime Security Committee: Cyber Sub-

Committee (Pittsburgh)

ÁPhiladelphia FBI Field Office ïComputer Intrusion Threat 

Analysis System (CITAS) Project

ÁICS Security Working Group (Pittsburgh)

ÁPittsburgh, Buffalo, Philadelphia, etc, FBI Cyber Squads

21
UNCLASSIFIED // FOR OFFICIAL USE ONLY
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Area Maritime Security 
Committee: Cyber Sub-Committee
ÁDHS, USCG, CIKR, and Business Partnership

ÁCommittee Premises:

ÁIncident response and continuity of operations still need work

ÁPartners need credible planning templates and test-able scenarios

ÁA SME database for cyber responders is useful and needed

ÁOrganizations need a ñ411ò system for information on where to voluntarily report, 

request technical assistance, request non-technical incident handling, request law 

enforcement responses, to cyber incidents

ÁOrganizations would benefit from a local emergency management, ñ911-like,ò 

function that mobilizes regional and local cyber responses ïand creates a regional 

common operating picture

22
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CITAS Overview
ÁFBI, InfraGard, and DCIS Project (Philadelphia-Area)

ÁProject Premises:

ÁCreate a honeynet / honeypot environment in the corporate DMZ

ÁCreate ñlook and feelò but non-referencing system(s) as targets

ÁTake ñwhat you knowò and use it as a filter

ÁFind the intermediary victims and unique signatures of adversaries (not 

just attacking systems)

ÁProject Successes:

ÁNotification to those already compromised

ÁActive investigations of real adversaries

ÁImprove signatures of known attacks

23



Presenterôs Name          June 17, 2003

ICS Security Working Group

ÁDHS, FBI, NCFTA, and Industry Partnership

ÁWorking Group Premises:

ÁExchange credible, relevant cyber security issues, attacks, and trends

ÁShare lessons-learned from specific ñdeploymentsò of ICS

ÁDemonstrate a security model involving defense-in-depth and layer defenses

ÁDeliver challenge-based requirements to federal, state, and local partners

24
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ADVISORIES, REPORTS, ETC

HTTPS://ICS-CERT.US-CERT.GOV/

DHS ICS Informational 

Products and Services
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DHS Recommended Practices
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DHS Recommended Practices

http://ics-cert.us-cert.gov/practices/
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ICS-CERT 

Special Reports

ÅICS-CERT Incident 

Summary Report 

(2009-2011)

Å ICS-CERT Year in Review 

FY2012
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Industrial 

Control 

System 

Advisories
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ICS-CERT Training ï5 Day Course
ÁNext ñopenò session: November 4-8, 2013 at Idaho Falls, ID

ÁDescription: Hands-on training in discovering who and what is on the 

network, identifying vulnerabilities, learning how those vulnerabilities may be 

exploited, and learning defensive and mitigation strategies for ICS

Á Includes a Red Team / Blue Team exercise that takes place within an actual control systems 

environment

ÁWho Should Attend? Members of the ICS community associated with IT 

and process control network operations and security, operations or 

management of critical infrastructure (CI) assets and facilities as well as 

those who provide CI components and software development

ÁCost to Attend: None

Á However, travel expenses to and from and accommodations at Idaho Falls are the 

responsibility of each participant

ÁFor more information/registration: https://secure.inl.gov/icsadv1113/

ÁFor a list of scheduled training: http://ics-cert.us-cert.gov/cscalendar.html

https://secure.inl.gov/icsadv0713/
http://ics-cert.us-cert.gov/cscalendar.html
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Cyber Security Advisor Initiative

Roles and Responsibilities
Á Assist in the identification of cyber systems, networks, and infrastructure 

supporting CIKR assets and be knowledgeable of corresponding 
interdependencies in their region

Á Coordinate and lead cyber security evaluations of critical infrastructure 
within the region represented

Á Raise awareness of CS&C activities

Á Function as the National Cyber Security Division representative to State 
and local emergency operations centers (EOCs) and State and local fusion 
centers

Á Establish working relationship and rapport with State and local area 
CISOs in the region represented

Á Coordinate with Federal personnel within region to integrate cyber 
security response and assessment perspectives (i.e., with PSAs, FEMA, 
Federal LE, etc)

Á Other duties as assigned to align with evolving CS&C goals and objectives

3131
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PRESIDENTIAL POLICY DIRECTIVE 21 (PPD-21)
& EXECUTIVE ORDER 13636 (EO)

Evolving Federal Policy



Presenterôs Name          June 17, 2003

Presidential Policy Directive - 21

Three Strategic Imperatives & Safeguards

1. Refine and Clarify Functional Relationships across the Federal Government to 
Advance the National Unity of Effort to Strengthen Critical Infrastructure Security 
and Resilience

Á Two national CI centers operated by DHS ɀone for physical  and one for 
cyber infrastructure - function in an integrated manner; focal points to share 
[actionable] information to protect physical and cyber infrastructures

2. Enable Efficient Information Exchange by Identifying Baseline Data and Systems 
Requirements for the Federal Government

Á Efficient exchange of information, including intelligence, between all levels of 
governments and critical infrastructure owners and operators.

3. Implement an Integration and Analysis Function to Inform Planning and 
Operational Decisions Regarding Critical Infrastructure

Á Support DHS in sharing a near real-time situational awareness capability for 
critical infrastructure that includes actionable information about imminent 
threats, significant trends, and awareness of incidents that may affect critical 
infrastructure .

3333

PPD-21 revokes 

HSPD-7
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Executive Order - Improving Critical 
Infrastructure Cybersecurity (2/12/2013)

Highlights from the Executive Order:

ÁCybersecurity Information Sharing:
Á Increase the volume, timeliness, and quality of cyber threat information shared with U.S. 

private sector entities to better protect and defend themselves against cyber threats 
ÁEnhanced Cybersecurity Services: voluntary information sharing program will provide 

classified cyber threat and technical information to eligible CI companies and ISPs that offer 
security services to critical infrastructure.

ÁBaseline Framework to Reduce Cyber Risk to Critical Infrastructure. 
ÁWorking with NIST to develop a framework to reduce cyber risks to critical infrastructure 

(the "Cybersecurity Framework"). The Cybersecurity Framework includes a set of 
standards, methodologies, procedures, and processes that align policy, business, and 
technological approaches to address cyber risks (includes voluntary consensus standards 
and industry best practices).

ÁIdentification of Critical Infrastructure at Greatest Risk
Á Identify critical infrastructure where a cybersecurity incident could reasonably result in 

catastrophic regional or national effects on public health or safety, economic security, or 
national security.

3434

Consultation from; industry experts, academia, SSAs, 

regulatory agencies, Federal agencies, etc., to coordinate 

improvements to the cybersecurity of critical infrastructure. 
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CYBER RESILIENCE REVIEW &

CYBER SECURITY EVALUATION TOOL

DHS Cyber Security 

Evaluations
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A process for identifying 

and analyzing 

vulnerabilities is 

established and 

maintained

Assets are inventoried, 

and the authority and 

responsibility for these 

assets is established

Controls are 

implemented

Relationships with 

external entities are 

formally established and 

maintained

Risks are identified

Service continuity plans 

for high-value services 

are developed

Resilience through Measurement - 1

36
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The life cycle of assets 

is managed (via change 

control and 

management)

A process for detecting, 

reporting, triaging, and 

analyzing events is 

established

Awareness and training 

activities are conducted

The requirements for 

communicating threat 

information are 

established

Resilience through Measurement - 2

37
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CYBER RESILIENCE REVIEW 
(CRR)

38
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ÁBased on the CERT® Resilience Management Model (RMM), a process 
improvement model for managing operational resilience

ÁDevelopment of CRR methodology began in early 2009

ÁDeployment across all 18 CIKR sectors as well as State, local, tribal, and 
territorial governments

ÁPrimary goal: Evaluate how CIKR providers manage cyber security of 
significant information services and assets (information, technology, 
facilities, and personnel)

ÁSecondary goal: Identify opportunities for improvement in cyber security 
management and reduce operational risks related to cyber security

39

Cyber Resilience Review (CRR)
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Cyber Resilience

ÁDefinition:  
ÁThe ability of an organization to continue vital IT

services and information management  functions
in a less-than-ideal situation while reacting and
adapting to stresses

40

Protect (Security) Sustain (Continuity)

Perform (Capability) Repeat (Maturity)
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CRR Domains
ÁThese represent key areas that typically contribute to an organizationôs 

cyber resilienceð each domain focuses on:

ÁDocumentation in place, and periodically reviewed & updated

ÁCommunication & notification to all those who need to know

ÁExecution/Implementation & analysis in a consistent, repeatable manner

ÁAlignment of goals and practices within & across CRR domains

A
M Asset Management

identify, document, and manage assets during their life cycle S
C

M Service Continuity Management 
ensure continuity of IT operations in the event of disruptions

C
C

M Configuration and Change Management 
ensure the integrity of IT systems and networks

R
IS

K Risk Management 
identify, analyze, and mitigate risks to services and IT assets

C
N

T
L Controls Management 

identify, analyze, and manage IT and security controls

E
X

D External Dependency Management 
manage IT, security, contractual, and organizational controls 
that are dependent on the actions of external entities

V
M

Vulnerability Management 
identify, analyze, and manage vulnerabilities

T
R

N
G Training and Awareness 

promote awareness and develop skills and knowledge

IM

Incident Management 
identify and analyze IT events, detect cyber security incidents, 
and determine an organizational response

S
A

Situational Awareness 
actively discover and analyze information related to 
immediate operational stability and security



Maturity Not Just Capability
Á A MIL (Maturity Indicator Level) measures process institutionalization , 

and describes attributes indicative of mature capabilities.

MIL Level 5 ɀDefined
All practices are performed (MIL-1); planned (MIL-2); managed (MIL-3); measured (MIL-4); and consistent across all 
internal constituencies who have a vested interestɂ processes/practices are defined by the organization and tailored by 
organizational units for their use, and supported by improvement information shared amongst organizational units.

MIL Level 4 ɀMeasured
All practices are performed (MIL-1); planned (MIL-2); managed (MIL-3); and periodically evaluated for effectiveness, 
monitored & controlled, evaluated against its practice description & plan, and reviewed with higher-level management.

MIL Level 3 ɀManaged
All practices are performed (MIL-1); planned (MIL-2); and governed by the organization, appropriately staffed/funded, 
assigned to staff who are responsible/accountable & adequately trained, produces expected work products, placed under 
appropriate configuration control, and managed for risk.

MIL Level 2 ɀPlanned
All practices are performed (MIL-1); and  established, planned, supported by stakeholders, standards and guidelines.

MIL Level 1 ɀPerformed
All practices are performed, and there is sufficient and substantial support for the existence of the practices.

MIL Level 0 ɀIncomplete
Practices are not being performed, or incompletely performed.

42



CRR Report

43
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CYBER SECURITY EVALUATION 
TOOL (CSET)

44



Cyber Security Evaluation Tool (CSET )

45

üStand-alone software application

üSelf-assessment using recognized standards

üTool for integrating cybersecurity into existing 

corporate risk management strategy

CSET Download:
http:/us-cert.gov/control_systems/csetdownload.html

R



CSET  Standards

NIST Special Publication 800-53
Recommended Security Controls for Federal Information Systems

Rev 3 and with Appendix I, ICS Controls

TSA Pipeline Security Guidelines
Transportation Security Administration (TSA) Pipeline Security 

Guidelines, April 2011 

NERC Critical Infrastructure 

Protection (CIP)
Reliability Standards CIP-002 through CIP-009, Revisions 2 and 3

DoD Instruction 8500.2 Information Assurance Implementation, February 6, 2003

NIST Special Publication 800-82 Guide to Industrial Control Systems (ICS) Security, June, 2011

NRC Reg. Guide 5.71 Cyber Security Programs for Nuclear Facilities, January 2010

CFATS RBPS 8- Cyber
Chemical Facilities Anti-Terrorism Standard, Risk-Based Performance 

Standards Guidance 8 ïCyber, 6 CFR Part 27

DHS Catalog of Recommendations
DHS Catalog of Control Systems Security, Recommendations for 

Standards Developers, Versions 6 and 7

Requirements Derived from Widely Recognized Standards

R
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HOMELAND SECURITY 

INFORMATION NETWORK (HSIN)

Donôt Forget about HSIN
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Homeland Security Information Network
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HSIN Resource Library and Reports
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Resilience Starts with Good Hygiene

55

Review Layers of Defense:
ÅHuman: Policies , Procedures, Training 
ÅApplications: Control Systems, Databases
ÅOperating Systems: Patch Management, Setup
ÅNetworks: Firewalls, Detection Systems
ÅPhysical: Guards, Gates, Surveillance, Lighting

Å Identify Security and Business Continuity Requirements

Å Map Requirements to Security Standards

Å Apply Risk-Based Solutions

Å Monitorȟ -ÏÎÉÔÏÒȟ -ÏÎÉÔÏÒȣ ɉ,ÁÔÈÅÒȟ 2ÉÎÓÅȟ 2ÅÐÅÁÔȣɊ

Å Review Critical Assets and Important Services

ÅWork with your community -of-interest and other resources


