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How Did We Get Here?

 “Hacking” is Not New

 Attacks on Critical Infrastructure and Government Networks

 Press Reports Fan the Flames

 Government Reacts to a “Vacuum” – Congress/Administration
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AGA Position on Cybersecurity

• Existing Federal Authority over Pipeline 

Cybersecurity – Aviation and Transportation Security 

Act of 2001

• AGA Legislative/Regulatory Goals:

 Improved government- private cybersecurity

information sharing

 Company liability protections that cover information 

sharing 

 Non-prescriptive government cybersecurity programs 

 Cybersecurity programs that enhance industry’s 

cybersecurity partnership with the Transportation 

Security Administration (pipeline security regulator).



Congressional Action/Inaction
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• Cyber Intelligence Sharing and Protection Act (CISPA)  2012

• Cybersecurity Act of 2012 (Lieberman-Collins) 2012
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• Reaction to Congressional Intransigence… Gas Pipeline 

Relevant Elements Include:

 Identify “Cyber-Dependent” Critical Infrastructure 

 Develop a “Cybersecurity Framework”

 Develop Voluntary Cybersecurity Compliance Program 

for Private Industry

 Agency Review of Existing Cyber Regulatory Authorities

Administration Action –
Cybersecurity Executive Order (Feb. 2013)



Congressional Action/Inaction Continued…
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 CISPA, the Sequel…          2013 

 National Cybersecurity and Critical Infrastructure Protection Act   2013 

 Cybersecurity Act of 2013… Subsequent Senate Action…   2013 



State Activity

• National Governor’s Association Resource Center on State 

Cybersecurity

• National Conference of State Legislatures: 

• National Association of Regulatory Utility Commissioners

• AGA uses these opportunities to encourage partnership instead 

of regulation, liability protections and improved information 

sharing.
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AGA Cybersecurity Strategy Task Force

• Origins:  “No Security in Obscurity”

• AGA Board Creates Cybersecurity Strategy Task Force 

 CIOs, CISO’s, Senior IT Staff from AGA member companies

 Threat/Risk Assessment 

 Education & Awareness

 Technical Assistance

 Advocacy Guidance



Path Forward….Predictions
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Questions….Comments?

mailto:bcaudill@aga.org

