UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

The Role of OHS/SAIC
in Cyber Threat Analysis

==, OHIO DEPARTMENT

| @~ oF PuBLIC SAFETY
L\'j~/ 9.-.&-0\ SEAVILE - FROTIC VIO

Q Homeland
i



UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

Cyber Threat Reporting

» OHS/SAIC Receives Reports of Threat and/or
Suspicious Activity from Many Areas:

»Tip Line Calls (7-877-647-4685)

»Email Tips (SAIC@dps.state.oh.us)

»>Law Enforcement/First Responders

> Private Partners and Public Partners



mailto:SAIC@dps.state.oh.us
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Current Cyber Threats

» SQL Injection Attacks

» Distributed Denial of Service (DDoS) Attacks
» Telephony Denial of Service (TDoS) Attacks
» Watering Hole Attacks

» Ransomware

» Phishing and Spear-Phishing Emails

» Software Vulnerabilities

> Mobile Malware and Vulnerabilities
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Energy-Specific Cyber Threats

» Remote Terminal Unit Exploitation in Modbus

» Wireless Sensor Vulnerabilities

» SCADA Systems Easily Compromised

UNCLASSIFIED//FOR OFFICIAL USE ONLY



UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

How to Collaborate with the OHS/SAIC

» Engage in Cybersecurity Exercises

»Seminars
»>Workshops

> Tabletop Exercises
> Drills

» Functional Exercises

» Document and Share Reports of Cyber

Intrusions/Attacks

> Create and analyze cyber Suspicious Activity Reports
(SARSs)

> Sign-up for the OHS information sharing portal - CIMS
( )
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https://ext.dps.state.oh.us/CIMS/
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Questions or Comments?

(U) FOR ADDITIONAL INFORMATION ON THE TOPICS COVERED, OR TO REPORT
SUSPICIOUS ACTIVITY, PLEASE CONTACT THE OHS/SAIC BY:
EMAIL:

247 TIP-LINE:

877-OHS-INTEL (877-647-4683)
THE OHIO HOMELAND SECURITY WEBSITE:

http://homelandsecurity.ohio.gov

Faith Lawless
Cyber Threat Intelligence Analyst
OHS/SAIC
(614) 387-0877
FiLawless@dps.state.oh.us
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