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Background

Organizations have been struggling to determine the level of
security investments needed to protect their critical systems.

But why is cyber so difficult? One reason is metrics.
— Without a “yardstick” it's hard to measure progress.

Simple questions have been difficult to answer:
— "How much security is enough?”
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Concepts lllustrated in this Talk

« Security Strategies for Cyberspace, e.qg.
‘Distance’ o« Time

* ‘Time to Break’ is a fundamental security metric
— If humans can build it, humans can break it

* ‘Separating’ systems from the threat buys you time
— A methodology to do this is presented
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Concepts lllustrated in this Talk

« Economics of Cyber Security

Time o Money

* Once you can estimate Time, the economic analysis is
straightforward:

— Time to break
— Time to maintain

— Time to repair/recover
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First My Background
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My Background: Anti-Tamper / Trustworthy Systems

Jeff Hughes

— Air Force Research Lab (AFRL) and Office Secretary Defense (OSD)

« Strategic Advisor for AFRL Sensors Directorate

« Established AFRL Anti-Tamper Software Protection Technology Office
— DoD Anti-Tamper
— OSD Software Protection Initiative
— AFRL Trustworthy Complex Systems Initiative
— OSD Trustworthy Microelectronics

« OSD Staff member

— Air Force Technology Horizon Member for Cyber and Cross Domain Working Groups
» Trustworthy Autonomous Systems
« Machine Augmentation of Human Performance

— Air Force and OSD Cyber Strategy
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Tenet 3, LLC and the ‘New Face of Cyber’:
Innovation Occurs When Communities Collide

Human Systems
Cognitive, Neurological, and Physiological
Models of Human Performance

Autonomous Systems Trustworthy Systems
Assessments and Performance Bounds Quantitatively Evaluate Complex Systems
along the for Competing Interests

Automation-Autonomy Spectrum (such as Security, Reliability, and Safety)
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Adversarial Incursions

Human Systems
Cognitive, Neurological, and Physiological
Models of Human Performance

C i
yber AdverSary

~Trustworthy Systems

Quantitatively Evaluate Complex Systems
for Competing Interests
(such as Security, Reliability, and Safety)

Autonomous Systems
Assessments and Performance Bounds

along the
Automation-Autonomy Spectrum
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Providing Capability in the Seams

Human Systems
Cognitive, Neurological, and Physiological

Science of Security

Trustworthy Systems
Quantitatively Evaluate Complex Systems
for Competing Interests
(such as Security, Reliability, and Safety)

Autonomous Systems
Assessments and Performance Bounds

along the
Automation-Autonomy Spectrum

V&YV of
Complex
Systems
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Agenda

Strategic perspective

Methodology to secure complex systems

Economics of Cyber Security Framework

Security Strategies for Cyber Space
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« Strategic Perspective



Testimony of the Honorable Todd A. Snitchler,
Chairman Public Utility Commission of Ohio

THE U.S. SENATE COMMITTEE ON ENERGY AND NATURAL RESOURCES
FULL COMMITTEE HEARING ON CYBERSECURITY
TUESDAY, JULY 17, 2012

* “First, let us protect diamonds like diamonds and apples like apples.”

« “Second, States and the owners of the critical infrastructure” [need]
“actionable information necessary to identify and address the threat and/or
vulnerabilities”

« “Third, our utilities can provide a “gold-plated” or even a “platinum-plated”
system which is ultra-cyber secure. ........ how much more do we want a
kilowatt hour of electricity to cost?”

* “Fourth, preparedness should not focus solely on response capabilities, but
should also ensure that resilience is built into our infrastructure”




Federal Cyber Security Research Agenda

* Tailored Trustworthy Spaces
—supporting context-specific trust decisions

 Moving Target
—providing resilience through agility

 Cyber Economics
—providing incentives to good security



Executive Order 13636
“Improving Critical Infrastructure Cybersecurity”

July 24, 2013 Revised Elements of NIST Framework:

* |dentify
* Protect
* Detect
 Respond
 Recover



My Summary of Strategic Themes

1) Shape and control our cyber domain to our advantage
— We have the "home court advantage”

2) Economically sustain the advantage
— Quantitative cost/benefit analysis of security solutions

3) Multiply our advantage in the domain

— Make wise choices between people intensive
processes and technology based mechanisms
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* Methodology to secure complex systems

‘Distance’ &« Time
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System Security Engineering Mirrors System Engineering

What'’s critical? Is it worth the cost?

Critical Component Analysis

Cost/Benefit Analysis

Do I have it in my system? L
Have | reduced exploitation risk?

Critical Component Identification Risk Assessment

Where does it reside? How much protection do | have? é&e
Component Use Case Metrics and Measures
What am | protecting against? How much protection do | need? ®
Threat to System Operation Protection Levels and Standards

How do | protect it?

Protection Options

How to protect it
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Validated Threat Model

A system is vulnerable if:

Value to Attacker

* The system has points of
susceptibility that can be
attacked/exploited

Attack Surface

1. System
Susceptibility

2. Threat
Accessibility

Logical and
Physical
Reachability

Inherent Flaw or
Weakness

* The threat can get access
to one or more of these
susceptibility points

Successful
Attack

Techniques

3. Threat
Capability

* The threat has the
capability to do harm to
the system once they get
access

Resources




The Three Tenets

Threat Model

3. Threat
Capability

Vulnerability

3 Tenets

Focus on what’ s critical

— Reduce scope of what to protect; Minimize

# of system security elements; Match the
tool to the job

Move it ‘Out of Band’

— Make what’ s critical and associated security
elements less accessible to adversary

Detect, React, Adapt

— Deny threat attack vectors & tools; Deny
adversary reverse engineering capabilities;
Impose hard penalties when detected (stay
inside threat’ s OODA loop!)
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* Conditioned Upon Operating
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* Economics of Cyber Security Framework



Estimating Adversary Work Factors

Time & Money
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Estimating Adversary Work Factors

Blue Team uses threat model plus V-diagram to estimate work
factor associated with security implementation:

1) time to protect
2) time to maintain once protected

How to protect it ?

Red Team uses threat model plus penetration testing and reverse
engineering data to estimate adversary work factor:

3) first time to break
4) nth time to break for multiple system instantiations

2. Threat
Accessibility

1. System
Susceptibility

Successful
Attack

3. Threat
Capability

Resources
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Common Ways to Estimate Adversary Work Factor

 Red teams, blackhats, whitehats, etc.

 Formal Methods



0.018

0.016

0.014

0.012

0.01

0.008

Probability of Success

0.006

0.004

0.002

What we want/need

Probability Distribution for the Time of a Successful Attack

T T T T | T T

0 200 400 600 800 1000 1200 1400 1600

Time in Man Hours

Red Teams give a few
data points (often only
one)

Formal Methods and
Processes are
typically binary (pass/
fail)

QuERIES produces
such PDF’s

Want it for different
classes of adversary
capabilities

Source: Public Release AFRL/WS-07-2145



Then we could conclude things like...

Cost/Benefit Tradeoff of Attacking until Time t

1 0000 T I I I I I 1
- The optimal time to stop if the attack has not yet succeeded
using an “open loop” decision strategy.
."/‘l'\‘l’
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5000 - The optimal time to stop if I‘,.-f , |
the attack has not yet el
succeeded using a “closed /
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Comparison of Expected Benefit - Cost Values at Time t

Time in Man Hours

Source: Public Release AFRL/WS-07-2145



Published Results

IEEE Computer Magazine
August, 2008

A quantitative security
cost/benefit model

CONPUTING PRACTICES

Lawrence Carin
Duke Urtveraty

George Cybenko
Dartrscuth Colloge

Jeff Hughes

Alr Force Rescarch ZJhrlhr)

QUERIES offers a novel multidisciplinary approach to
quantifying risk associated with security technologies

resulting in investment-efficient cybersecurity strategies. ﬁ“" |

Cybersecurity
Strategies:
The QuERIES

Methodology

/]

SRR

rganizations in both the privase and public sectoes have strug-
gled to determine the appropriate tmvestments to make for pro-
tecting their critical intellectual p ty. As 2 result, they hawe
typicallly implememted cybersecurity imestment strategies with-
out useful guidance from 2 rigorous, quarnitative risk-assess-
ment and -mtigation methedology. Simple questicns such as how much to
tmvest, which security measures will have the most tmpact, and gaugs
uvement in security currently peowe difficult to answer
answer these questions, Quantitat
et Strategles (QUERIES) offers 2 mo
antstative cybersecurity risk assessment. We based this
quaseitative techniques drawn from computer sci-
ence, game theary, contral theory, and economics. Preliminary experiments
have corroborated the QUERIES methodology, sspgesting that it peovides
a braadly applicable alternattve to red teaming (which tmolves attackers
who have little o no knowledge of 2 system's internal peotection), black-hat
analysts (which tmvolves attackers who have access to design detatls of th
nternal protaction)), and other deciston-support methodologles previously
tried in cybersecurity-related risk assessmer.
To date, QuERIES has focused on the problem of protecting ortical US

of multiple coples can be tole ent revenue can be maintaine
Weapons sysiems designs, chip destgos, complex compueer software, and
datahases containing p:n-:c;rz"d financial information are examples of
the former. Digital music, video, consumer-grade software, and dectronik
bocks are examples of the latter. Cybersecurity expertscan apply QuERIES

F Compatar Ptitxtac by e IG5 Corguer Socety 00116200825 B0 © 7988 53X



QUERIES Overview — 6 steps

Model the <

Problem

Model the

Attacks ~

Quantify the

Models <

Use the
Results

\~

Y4

4

STEPS

Identify Critical Intellectual Property
and Threats against Them

Construct the Attack/Protect
Economic Model

Construct the POMDP
for a Given Protection

Execute Information Market
to Quantify POMDP Parameters

Compute POMDP's Optimal Policies

Evaluate Attack/Protect Model

DONE or Repeat to Explore Possible
Futures for Strategic Evaluation

DONE

TECHNOLOGIES

Business Plans, CONOPS and Threats

Game Theory

Attack Tree and Protection Plan Design

Information and Decision Markets

Control Theory

Game Theory

Control Theory

Steps of the QUERIES Methodology

Source: Public Release AFRL/WS-07-2145



Predictive Attack Modeling

Example: Reverse Engineering & Software Piracy

Attack Models enable quantitative and predictive threat estimates

« Based on partially observable Markov decision processes (POMDPSs)

— Proven technology — top finishers of 2005 DARPA Grand
Challenge were all POMDP-based

« Attacker is an agent in a world of software protections
« Agent takes actions and observes results

Qvta Dy

Observations Actions

=8

Source: AFRL/WS-07-1387



Information Markets to Train the Models

Technique for using groups of people to
estimate probabilities or parameters

Market Question: What is the expected cost in man hours of an analysis
action directed toward defeat of the CRC protection

Examples:
Parimutuel betting (probs) it
lowa Electronic Markets (probs) 09
Financial markets (means) -
Sports point spreads (median) 06

Works better if real money at stake o4

0.3

0.2

Polls — what will you do? 01

Markets - What WI” Other people do’? i 0-5 5-15 15-30 30-60 1-2 2-4 4-6 6-10 10-15 15+
mins  mins mins mins hrs hrs hrs hrs hrs hrs

See Market Scoring Rules, Robin .

Hanson, Information/Prediction/Decision We have used market scoring

Markets rules to estimate PDF ' s

Source: Public Release AFRL/WS-07-2145



lowa Electronics Market

DEMO8_WTA S1ifthe W pEMos_wTA B REPOS_WTA
Democratic Party nominee

receives the majority of 1

popular votes cast for the

two major parties in the 80 1
2008 U.S. Presidential
election, SO otherwise 604

REPO8_WTA S1ifthe
Republican Party nominee
receives the majority of
popular votes cast for the
two major parties in the
2008 U.S. Presidential

o\

Price

40 1

204

election, SO otherwise 0

02-Jun-06

Date

05-Dec-07




Generating Man-Hour (Cost) PDF’ s by Sampling from Policies

« Expert (sample from optimal) to Novice (sample from k best policies)

3 [ [ [ 3 [ [

1.6

[l Empirical data
—— Weibull Fit

1.4

1o Scale parameter=505.4, Shape parameter=1.18

Percentage of Successful defeats to protected software

200 400 600 800 1000 1200 1400
Cost in Man-hour

Source: Public Release AFRL/WS-07-2145



Predictive Output of Model

Example: Reverse Engineering & Software Piracy

Results from POMDP Attack Model:

Percentage performance on Games (P rotected SW) under test

-
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T
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o
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-
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N
T

0
1

Actions are chosen based on p=[0.1 0.2 0.30.4]

Average cost = 12.5021 man-hours

305 7 9113 1517 19 21 23 25 27 29 31 33 35

Total cost of defeating present protections {in man-hours)

Sub-optimal Attacker

Percentage performance on Games (P rotected SW) under test

251

201

Actions are chosen based on p=[1]

i3 5
e otal cost of defeat

Market answers were used in a POMDP model

Outputs of model reasonable

Average cost = 48356 man hours

1 1
13 15 G o7 19 21

..........................................................

1
ng present protectio ns {in man-hours)

Optimal Attacker

7

Source: AFRL/WS-07-1387



Economic Model Overview

We model the situation as a game with two players: the IP owner
and the attacker.

The owner has two moves: IP Owner
— Protect and Not Protect Not
The attacker has two moves: Protect Protect
— Develop the IP and Steal/Reverse | u
_| Develop
2
O
S
<| Steal/ v w
Reverse
*
(1—-Pre)* Cpp + Cxe > 1

Cp + Cy/N

Source: AFRL/WS-07-1387



Value Proposition “Over Time”

Severity of Consequence

(Criticality of CT)

C5

C4

C3

C2

C1

After Before . .
Protectio I High Risk

Medium Risk

I Low Risk

Likelihood of Occurrence
(Vulnerability = Function of Cre and C))

Source: AFRL/WS-07-1387



« Strategies to adopt



3 Tenets Applied in a Trade Space

Confidentialit Availability
<= ‘ -

The Mission Drives
“Use Case” & “Balance Point”

Threat Model 3 Tenets

1. Focus on what’ s critical
2. Move it ‘Out of Band’
3. Detect, React, Adapt




Make Adversary Work Factor an Explicit
Consideration in Defensive Measures

Cost/Benefit Tradeoff of Attacking until Time t

10000

5000

-5000

Comparison of Expected Benefit - Cost Values at Time t

T

T

T T T T T

The optimal time to stop if the attack has not
~_ yet succeeded using an “open loop” decision
strategy.

The optimal time to stop if

the attack has not yet

succeeded using a “closed

loop” decision strategy.

- 1 u‘-«\- v W TRARRA N A AN ) N /\L 7 1
151 hours.
Benefit minus Cost for Open Loop Decision
Benefit minus Cost for Closed Loop Decision
| | | I I I T
200 400 600 800 1000 1200 1400 1600

Time in Man Hours

Approved for Public Release: AFRL/WS-07-2145



Extend Work Factor Assessment
to the Enterprise

Dependent Independent

Homogeneous No Diversity
(Monoculture)

Artificial Diversity

Heterogeneous Pseudo Diversity Natural (True) Diversity

Is a Monoculture Secure?
There’'s a trade between maintainability and brittleness.
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Extend Work Factor Assessment
to the Enterprise

Dependent Indanandang
Artificial Diversity

Heterogeneous Pseudo Diversity Natural (True) Diversity

Homogeneous No Diversity
(Monoculture)

Is a Monoculture Secure?
There’'s a trade between maintainability and brittleness.
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Evolve Your Security Metrics Over Time

Security —»

1. Checklist 2. Capability 3. Operational

Metric . Deficit Metric | Metric

Develop
Add, Specifications, , )
Essgntlgl Timeliness, antmuws Operational
Monlllorlng Coverage, Risk Estimates Support
and Controls Accuracy Response

Maintain, and Improve
Security

Stage of Metric Development —»

MIT/LL Metric Maturity Model
(from ESC-TR-2010-099)



Cyber Economic Strategy Summary

‘Distance’ L Time ww== Time O Money

» Cyber security economics largely depends on:
— Time spent by the bad guys to break

— Time spent by the good guys to maintain /
recover

Explicit time assessments and

quantitative security metrics clarify your
investment cost / benefit trades
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