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Background 

•  Organizations have been struggling to determine the level of 
security investments needed to protect their critical systems.  

•  But why is cyber so difficult? One reason is metrics.  
–  Without a “yardstick” it’s hard to measure progress.  

•  Simple questions have been difficult to answer: 
–   "How much security is enough?” 
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Concepts Illustrated in this Talk 

•  Security Strategies for Cyberspace, e.g. 

 ‘Distance’        Time 

•  ‘Time to Break’ is a fundamental security metric 
–  If humans can build it, humans can break it 

•  ‘Separating’ systems from the threat buys you time 
–  A methodology to do this is presented 

∝

© Tenet 3, LLC 2013 



Concepts Illustrated in this Talk 

•  Economics of Cyber Security 
 

 Time        Money 
  

•  Once you can estimate Time, the economic analysis is 
straightforward: 
–  Time to break 

–  Time to maintain 

–  Time to repair/recover 

  

∝
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First My Background  
 
& 
 
Tenet 3, LLC 



My Background:  Anti-Tamper / Trustworthy Systems 

    Jeff Hughes  
 

–  Air Force Research Lab (AFRL) and Office Secretary Defense (OSD) 
•  Strategic Advisor for AFRL Sensors Directorate 
•  Established AFRL Anti-Tamper Software Protection Technology Office 

–  DoD Anti-Tamper 
–  OSD Software Protection Initiative 
–  AFRL Trustworthy Complex Systems Initiative 
–  OSD Trustworthy Microelectronics 

•  OSD Staff member 

–  Air Force Technology Horizon Member for Cyber and Cross Domain Working Groups 
•  Trustworthy Autonomous Systems 
•  Machine Augmentation of Human Performance 

–  Air Force and OSD Cyber Strategy 
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Tenet 3, LLC and the ‘New Face of Cyber’:   
 Innovation Occurs When Communities Collide 
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Adversarial Incursions  
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Providing Capability in the Seams 
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Agenda 

•  Strategic perspective 

•  Methodology to secure complex systems 

•  Economics of Cyber Security Framework 

•  Security Strategies for Cyber Space 
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•  Strategic Perspective 



Testimony of the Honorable Todd A. Snitchler,  
Chairman Public Utility Commission of Ohio  

•  “First, let us protect diamonds like diamonds and apples like apples.“ 

•  “Second, States and the owners of the critical infrastructure” [need] 
“actionable information necessary to identify and address the threat and/or 
vulnerabilities” 

•  “Third, our utilities can provide a “gold‐plated” or even a “platinum‐plated” 
system which is ultra‐cyber secure. ........how much more do we want a 
kilowatt hour of electricity to cost?” 

•  “Fourth, preparedness should not focus solely on response capabilities, but 
should also ensure that resilience is built into our infrastructure” 

THE U.S. SENATE COMMITTEE ON ENERGY AND NATURAL RESOURCES  
FULL COMMITTEE HEARING ON CYBERSECURITY  
TUESDAY, JULY 17, 2012  



Federal Cyber Security Research Agenda 

•  Tailored Trustworthy Spaces 
– supporting context-specific trust decisions 

•  Moving Target 
– providing resilience through agility 

•  Cyber Economics 
– providing incentives to good security 



Executive Order 13636  
“Improving Critical Infrastructure Cybersecurity” 

•  Identify 
•  Protect  
•  Detect 
•  Respond 
•  Recover 

July 24, 2013 Revised Elements of NIST Framework: 



My Summary of Strategic Themes 

1)  Shape and control our cyber domain to our advantage 
–   We have the “home court advantage” 

2) Economically sustain the advantage 
–    Quantitative cost/benefit analysis of security solutions 

3) Multiply our advantage in the domain 
–    Make wise choices between people intensive 

processes and technology based mechanisms 
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•  Methodology to secure complex systems 
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‘Distance’        Time ∝



 System Security Engineering Mirrors System Engineering 
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Validated Threat Model 

A system is vulnerable if: 
 

• The system has points of 
susceptibility that can be 
attacked/exploited 

• The threat can get access 
to one or more of these 
susceptibility points 

• The threat has the 
capability to do harm to 
the system once they get 
access 

 



The Three Tenets  

2.  Threat  
Accessibility 

1.  System  
Susceptibility 

3. Threat  
Capability 

Vulnerability 

1.  Focus on what’s critical  

–   Reduce scope of what to protect; Minimize 
# of system security elements; Match the 
tool to the job 

2.  Move it ‘Out of Band’ 

–  Make what’s critical and associated security 
elements less accessible to adversary 

3.  Detect, React, Adapt 

–  Deny threat attack vectors & tools; Deny 
adversary reverse engineering capabilities;  
Impose hard penalties when detected (stay 
inside threat’s OODA loop!) 

3	
  Tenets	
  Threat	
  Model	
  



Unlimited Physical Access* 

A 

C 

S' 

* Conditioned Upon Operating 
Environment 

Tenet 2 
Modify Threat 

Access to System* 

A' 

C' 

Limited User  
Logical Access* 

User Logical Access* 

Privileged User  
Logical Access* 

Limited Physical Access* 

S 

Tenet 1 
Remove 

Unnecessary 
Access to System 
Critical Features* 

Tenet 3 
Actively Deny Tools 
Exploiting Logical 

User Access* 

V' 

V 
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•  Economics of Cyber Security Framework 



Estimating Adversary Work Factors 

Time        Money 
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Estimating Adversary Work Factors 

Blue Team uses threat model plus V-diagram to estimate work 
factor associated with security implementation: 

1)  time to protect 
2)  time to maintain once protected 

Red Team uses threat model plus penetration testing and reverse 
engineering data to estimate adversary work factor: 

3)  first time to break  
4)   nth time to break for multiple system instantiations 

©	
  Tenet	
  3,	
  LLC	
  2013	
  



•  Red teams, blackhats, whitehats, etc. 

•  Formal Methods 

Common Ways to Estimate Adversary Work Factor 
 



What	
  we	
  want/need	
  

Red Teams give a few 
data points (often only 
one) 
 
Formal Methods and 
Processes are 
typically binary (pass/
fail) 
 
QuERIES produces 
such PDF’s 
 
Want it for different 
classes of adversary 
capabilities 

Source: Public Release AFRL/WS-07-2145 



Then	
  we	
  could	
  conclude	
  things	
  like…	
  

The optimal time to stop if 
the attack has not yet 
succeeded using a “closed 
loop” decision strategy. 

151 hours. 

The optimal time to stop if the attack has not yet succeeded 
using an “open loop” decision strategy. 

1300 hours. 

Source: Public Release AFRL/WS-07-2145 



Published Results 

IEEE Computer Magazine 
August, 2008 
 
 
• A quantitative security  
cost/benefit model 



QuERIES	
  Overview	
  –	
  6	
  steps	
  
STEPS TECHNOLOGIES 

Identify Critical Intellectual Property  
and Threats against Them 

Construct the Attack/Protect 
Economic Model 

Construct the POMDP  
for a Given Protection 

Execute Information Market 
to Quantify POMDP Parameters 

Compute POMDP's Optimal Policies  

Evaluate Attack/Protect Model 

DONE or Repeat to Explore Possible 
Futures for Strategic Evaluation 

Business Plans, CONOPS and Threats 

Game Theory 

Attack Tree and Protection Plan Design 

Information and Decision Markets 

Control Theory 

Game Theory 

Control Theory 

1. 
 
 
2. 
 
 
3. 
 
 
4. 
 
 
5. 
 
 
6. 
 
 
7. 

DONE 

Steps of the QuERIES Methodology 

Model the 
Problem 

Model the 
Attacks 

Quantify the 
Models 

Use the 
Results 

Source: Public Release AFRL/WS-07-2145 



•  Based on partially observable Markov decision processes (POMDPs) 
–  Proven technology – top finishers of 2005 DARPA Grand 

Challenge were all POMDP-based 
•  Attacker is an agent in a world of software protections 
•  Agent takes actions and observes results 

World 

Agent 

Actions Observations 

Attack Models enable quantitative and predictive threat estimates 

Predictive Attack Modeling 
Example:  Reverse Engineering & Software Piracy 

Source: AFRL/WS-07-1387 



Informa1on	
  Markets	
  to	
  Train	
  the	
  Models	
  

Technique for using groups of people to 
estimate probabilities or parameters 
 
Examples: 

 Parimutuel betting (probs) 
 Iowa Electronic Markets (probs) 
 Financial markets (means) 
 Sports point spreads (median) 

 
Works better if real money at stake 
 
Polls – what will you do? 
Markets – what will other people do? 
 
See Market Scoring Rules, Robin 
Hanson, Information/Prediction/Decision 
Markets 

We have used market scoring 
rules to estimate PDF’s 

Source: Public Release AFRL/WS-07-2145 



Iowa	
  Electronics	
  Market	
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Scale parameter=505.4, Shape parameter=1.18

Empirical data
Weibull Fit

Generating Man-Hour (Cost) PDF’s by Sampling from Policies 

Source: Public Release AFRL/WS-07-2145 

•   Expert (sample from optimal) to Novice (sample from k best policies) 



•  Market answers were used in a POMDP model 
•  Outputs of model reasonable  

Sub-optimal Attacker Optimal Attacker 

Predictive Output of Model 
 Example:  Reverse Engineering & Software Piracy 

Results from POMDP Attack Model: 

Source: AFRL/WS-07-1387 



Economic Model Overview 
 

•  We model the situation as a game with two players: the IP owner 
and the attacker. 

•  The owner has two moves:   

–  Protect and Not Protect 

•  The attacker has two moves:  

–  Develop the IP and Steal/Reverse 

> 1 
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Source: AFRL/WS-07-1387 



Value Proposition “Over Time” 
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•  Strategies to adopt 



The Mission Drives  
“Use Case” & “Balance Point” 

Confidentiality Availability 

3 Tenets Applied in a Trade Space 

1.  Focus on what’s critical  

2.  Move it ‘Out of Band’ 

3.  Detect, React, Adapt 

3 Tenets Threat Model 



Make Adversary Work Factor an Explicit 
Consideration in Defensive Measures 

The optimal time to stop if 
the attack has not yet 
succeeded using a “closed 
loop” decision strategy. 

151 hours. 

The optimal time to stop if the attack has not 
yet succeeded using an “open loop” decision 
strategy. 

1300 hours. 

Approved for Public Release: AFRL/WS-07-2145 



Is a Monoculture Secure? 
There’s a trade between maintainability and brittleness. 
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Evolve Your Security Metrics Over Time 

MIT/LL Metric Maturity Model 
(from ESC-TR-2010-099) 



Cyber Economic Strategy Summary 

 ‘Distance’      Time                Time        Money 
  
•  Cyber security economics largely depends on: 

– Time spent by the bad guys to break 
– Time spent by the good guys to maintain / 

recover 

∝
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Explicit time assessments and 
quantitative security metrics clarify your 

 investment cost / benefit trades 

∝


